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1. Introduction

The role of the Internal Audit function is to provide Members and Management with independent assurance that the control, risk and governance
framework in place within the Council is effective and supports the Council in the achievement of its objectives. The work of the Internal Audit team
should be targeted towards those areas within the Council that are most at risk of impacting on the Council’s ability to achieve its objectives.

Upon completion of an audit, an assurance opinion is given on the effectiveness of the controls in place. The results of the entire programme of
work are then summarised in an opinion in the Annual Internal Audit Report on the effectiveness of internal control within the organisation.

This activity report provides Members of the Governance and Audit Committee and Management with 15 summaries of completed/updated and
ongoing work between July 2025 and September 2025.

2. Key Messages

o 15 audits (thirteen 2024-25 Audits and two 2025-26 audits) have been finalised in the period reported. Appendix A
e  Audits from the 2024-25 rolling Audit Plan contributing towards the annual opinion have now been concluded.
o 15 audits from the 2025-26 rolling Audit Plan are in progress. Appendix B
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3. Resources

In accordance with the Global Internal Audit Standards, Members need to be appraised of relevant matters relating to the resourcing of the
Internal Audit function. The key updates are as follows:

There are two vacancies within the Internal Audit Team.

1. The Head of Internal Audit and Counter Fraud Service left the service at the beginning of September 2025 — interim arrangements have
been put into place; an interim Head of Internal Audit and an Interim Head of Counter Fraud have been internally resourced until a
recruitment exercise is undertaken to fill the post permanently.

2. There is currently one Auditor vacancy within the team — a recruitment exercise will be undertaken in due course.

Audit Management software development and enhancements to Internal Audit processes are ongoing.
There is adequate technology available to support the completion of the Rolling Internal Audit Plan including data analytics tools such as
PowerBi and exploration of continuous auditing.
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4. 2024-25 Internal Audit Plan

This report also provides an update on the work completed between July 2025 and
September 2025. The audit summaries are provided at Appendix A. A summary is
provided on current progress against the 2024-25 Audit Plan.

Table 1- Rolling Audit Plan Status

T T
: 0%

5 12%

4 0%

34 r9%
e

* RB18-2024 - Loans to Schools and ICT04-2024 — Movers, Joiners and Leavers opinions are not included in 2024-25 assurance opinions as this
was included in the Annual 2023-24 Audit Opinion.
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Table 2 — Summary of Audits by Committee Meeting - 2024-25 Rolling Internal Audit Plan

- Governance & Audit Committee — September 2025

Prospects for
Im p rovement

CRO4 2025 — Review of SEND Assurances
RB01-2025 — ASCH Saving Delivery Plans

W | w

Gl RB22-2025 — Contract Variations / Waver Process and Approvals
[ RB23-2025 — Budget Savings including Follow-up

I8 RB25-2025 - Contract Extensions Follow-up

RB27-2025 — Modern Slavery

KBl RB28-2025 — Use of Consultants (Draft)
RB29-2025 — Contract Novation (merged with RB22-2025)
RB30-2025 — Risk Management

RB36-2025 — Disciplinaries (Draft)

RB39-2025 - Payroll (Draft)

RB55-2025 — Oracle Cloud Program — Business Readiness
RB54-2025 - Commercial & Procurement Oversight Board (CPOB)

W | W

23 RB03-2025 — Equality, Diversity & Inclusion including Equalities Act Follow-up

SUBSTANTIAL
ADEQUATE

LIMITED
LIMITED

SUBSTANTIAL
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2024-25 Audit Assurance Levels and Prospects for Improvement of Audits

Assurance Levels 2024-25

18% Substantial 30%
Adequate
Limited 18%

Prospects for Improvement
30%

30%

Good 15 71%
Adequate 1 5%

_ Substantial Adequate Limited -

* RB18-2024 - Loans to Schools and ICT04-2024 — Movers, Joiners and Leavers opinions are not included in 2024-25 assurance opinions as this
was included in the Annual 2023-24 Audit Opinion.

** Other audit coverage, such as advisory and embedded assurance, will be incorporated into the Annual Opinion where appropriate.
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5. 2025-26 Internal Audit Plan

Resources
This report also provides an update on the work completed between July and Table 1- Rolling Audit Plan Status
September 2025. The audit summaries are provided at Appendix C. A summary is 2024-25 Internal Audit

provided on current progress against the 2025-26 Audit Plan. m ML 0 7 eliEs Plan
Not yet started )
27 58% 2025-26 Internal Audit

In Progress 17 38% i
Complete 2 4%
0 0% Under the Spotlight
(1]
Total 46 100%
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Section Navigation

6. Under the Spotlight!

Introduction & Key
Messages

With each Progress report, Internal Audit turns the spotlight on the audit reviews, providing the Governance and Audit Committee with
a summary of the objectives of the review, the key findings, conclusions and recommendations; thereby giving the Committee the

. L Resources
opportunity to explore the areas further, should it wish to do so.

In this period, the following report summaries are provided at Appendix A for the Committee’s information and discussion. 2024-25 Internal Audit

Plan
Audit Definitions are provided at Appendix D

(A) Adult Social Care and Health (B) Children, Young People and Education 2025-26 ':Iger:”a' A

A1. RB01-2025 — Securing Kent’s Future Delivery Plans B1. CR04-2025 — Review of SEND Assurances

(C) Growth, Environment and Transport Cross Directorate (D) Chief Executive Under the Spotlight

D1. RB22-2025 — Contract variations/ Waiver Process and Approvals (RB29-

2025 — Contract Novation Merged) Appendix A -
D2. RB23-2025 - Budget Savings including Follow-up (DRAFT) SLTITEES
D3. RB25-2025 - Contract Extensions Follow-up Appendix B — 2025-
D4. RB30-2025 — Risk Management 26 Internal Audit Plan
D5. RB54-2025 — Commercial & Procurement Oversight Board (CPOB) Status

€ oepty G exeun

E1. RB36-2025 — Disciplinaries F1. RB03-2025 — Equality, Diversity & Inclusion including Equalities Act
Follow-u

E2. RB39-2025 — Payroll (DRAFT) F2. RB2$—2025 — Modern Slavery

F3. RB28-2025 — Use of Consultants (DRAFT)

F4. RB55-2025 — Oracle Cloud Programme — Business Readiness

F5. RB39-2026 — Helping Hand Support Scheme - Follow-up

F6. RB06-2026 — Oracle Cloud Programme — Programme Management —

Follow-up
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Appendix A - Summaries

A1. RB01-2025 — ASCH Saving Delivery Plans

Audit Opinion

Prospects for Improvement

Introduction

Securing Kent’'s Future (SKF) is the Council’'s budget recovery strategy to ensure
financial sustainability. The Adult Social Care and Health (ASCH) Directorate is
central to SKF's success as it is responsible for delivering 72% of the £157.6m
savings target. Given the scale of ASCH savings, it was agreed that Internal Audit
would undertake a review of ASCH savings delivery plans as part of the 2024/25
Internal Audit Plan.

The aim of the audit is to provide assurance that lessons learnt from 2024/25 ASCH
delivery plans have been identified and fed into the ASCH 2025/26 plans, and that
the ASCH governance arrangements put into place are adequate to enable
effective monitoring and reporting.

This interim letter provides an update on the progress of the audit and to share
initial findings from the lessons learnt scope area where fieldwork has been
completed. A further update will follow as Internal Audit concludes testing on the
remaining areas as part of the 2025/26 Rolling Internal Audit Plan: Governance and
Assurance arrangements; and High-Risk Savings with key interdependencies.

Background

In Autumn 2023, Cabinet approved the development of Securing Kent’s
Future (SKF), a multi-year budget recovery strategy to support strategic
planning from 2024/25 onwards. Its aim is to ensure financial sustainability and
maintain essential services within the limits of available funding.

Eight delivery plans were developed, targeting £157.6m in savings between 2024
and 2027. The Adult Social Care and Health Directorate is responsible for 72% of
this total, with £55m expected in 2024/25. However, monitoring of savings plan in
quarter 2 of 2024/25 highlighted significant under-delivery of ASCH savings
prompting a request for an urgent recovery plan. Of the £55m target, only £22.2m
was going to be delivered, with £32.8m unmet. £18.9m of this shortfall has been
rolled forward into 2025/26 saving delivery plans, where ASCH is now expected to
deliver £47.2m in savings.

An Audit Memorandum was issued which highlighted initial observations identified
by Internal Audit. Significant progress has been made with regards to these initial
recommendations.

A further audit was included within the 2024/25 Audit Plan to establish if work has
been undertaken to address known weaknesses.

Observations From Lessons Learnt Scope Area

Internal Audit held discussions with key members of staff and also examined
supporting documentation to establish if lessons have been learnt from the under-
delivery of 2024/25 savings to improve future savings delivery. Internal Audit's
initial findings are set out below:

Accountability and Response

Following the significant under-delivery of savings reported in September
2024, the Section 151 Officer acted swiftly to hold the ASCH Directorate
accountable. The Directorate was required to produce an urgent report which
included assurance measures and a clear action plan to improve future
savings delivery. Expert advice was sought from PriceWaterhouseCoopers
(PwC) who were commissioned to support ASCH in reviewing its savings
portfolio and to strengthen delivery plans for 2025/26. A detailed report was
produced in January 2025 with forward-looking recommendations.
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Section Navigation

A1. RB01-2025 — Securing Kent’s Future Delivery Plans

Introduction & Key
Root Cause Analysis Messages
Recommendations

Appropriate steps were taken to identify the root causes for under delivery of
savings. A review and reset workshop took place in May 2025 with PWC to
identify barriers to delivery of existing saving initiatives and develop
measurable actions to reset the savings programme. The commissioning team

Management should ensure: Resources

v Estimates relating to new savings initiatives are realistic and robust to avoid

continues to investigate root causes and develop remedial actions to address over-optimism. 2024-25 Internal Audit
non-delivery concerns. Although root causes for under delivery of savings . Plan
have been identified, no formal action log is maintained to track progress or Conclusion
provide assurance of timely implementation. 2025-26 Internal Audit
Internal Audit recognises that significant work has been undertaken identify root Plan
causes, but implementation of remedial actions needs to be monitored to ensure
Revised Delivery Plan that lessons have been learnt.

A revised savings delivery plan for 2025/26 has been developed including UieiSr 02 SR

changes to some savings targets, as well as changes to governance and A further update will follow as Internal Audit concludes testing on the remaining

reporting structure. The commissioning team developed low/high case savings ~ 2reas as part of the 2025/26 Rolling Internal Audit Plan.

scenarios to support planning and improve confidence in future delivery

outcomes. More time is being taken to assess and estimate new savings

initiatives accurately and ensuring they are robust, avoiding the over-optimism Appendix B —2025-
that contributed to previous under-delivery. This is a critical step that could 26 Internal Audit Plan

affected by time pressure to produce a balanced budget. Status

Appendix C -
Definitions
Member Engagement
The ASCH Cabinet Committee and Scrutiny Committee continue to receive
regular updates on savings delivery. Members are actively engaged with
financial performance and progress, an interactive dashboard is in use that
sits behind budget papers that provides information to Members on of
financial risks, impacts and sensitives.




B1. CR04-2025 — Review of SEND Assurances

Prospects for Improvement N/A

Introduction

As part of the 2024/25 Internal Audit Plan, it was agreed that Internal Audit would
undertake a review of governance arrangements for the Special Educational
Needs and Disabilities (SEND) service.

The purpose of this audit was to provide assurance that the governance
framework is adequately designed and effectively implemented to ensure
compliance with statutory SEND legislation, promote transparency, and support
the delivery of high-quality services that meet the needs of children and young
people with SEND and their families.

The SEND service is responsible for coordinating and delivering support for
children and young people aged 0-25 with special educational needs and/or
disabilities. Its core functions include assessing needs, issuing and reviewing
Education, Health and Care Plans (EHCPs), ensuring access to appropriate
educational placements and services and working collaboratively with schools,
health and social care partners and families. The department also oversees the
Local Offer, promotes inclusive education and ensures compliance with statutory
duties under the Children and Families Act 2014 and the SEND Code of Practice.

Following a joint area SEND inspection by Ofsted and the Care Quality
Commission (CQC) in January 2019, Kent County Council (KCC) was issued a
Written Statement of Action due to nine significant areas of weakness in local
SEND provision. A revisit in September 2022 found that insufficient progress had
been made. In March 2023, the Department for Education issued an Improvement
Notice, requiring KCC to develop an Accelerated Improvement Plan, which was
published in August 2023. The plan was overseen by the DfE and NHS England.
A monitoring visit in November 2023 acknowledged strong governance and
strategic oversight, alongside a clear commitment to sustainable improvement,
though significant progress was still needed. By April 2024, a further monitoring
visit confirmed improvements across all nine areas. In August 2024, the Children
and Families Minister lifted the Improvement Notice, recognising the local area’s
hard work and highlighting governance arrangements as a continued strength.

Key Strengths

Compliance with Statutory Duties:

. There is a comprehensive framework for monitoring SEND statutory
timescales, supported by both internal systems and external reporting
mechanisms. Where delays are identified there is a multi-layered approach
to addressing them.

. Regular performance scrutiny at Committee meetings reflects a commitment
to service accountability and quality.

. Regular analysis of complaints received and Tribunal’s lodged is carried out
and escalated through governance structures, when recurring issues are
identified, the service takes corrective action through staff training and
process reviews, demonstrating a commitment to improvement and
accountability. The Services’ approach reflects a responsive system for
learning from feedback and legal challenge.

Data Monitoring:

. There is a proactive approach to strengthen the reliability of data in the
Synergy case management system. The Synergy Review project was
established, which has since been taken forward by the Continuous

Improvement Team, whose work includes workflow simplification,
automation of communications and enhanced data handling. These
improvements will support with statutory compliance, performance

monitoring and effective service delivery.

. The service has a Data Quality Policy in place which is complimented by
Practice Guidance on Recording and Reporting on Synergy. Together they
set out clear expectations for data governance, system usage and staff
responsibilities.
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Key Strengths Continued

Co-production:

A robust and evolving framework for engaging with parents and carers of
children and young people with SEND is in place, ranging from digital
platforms to in-person events. Underpinning this is the SEND Co-Production
Charter. Together these form a comprehensive, integrated approach to
engagement that is data informed, user-led and continuously improving.

The service demonstrates transparency and accountability through its “you
said, we did” updates featured in the termly SEND newsletter and on the
dedicated “Working together with parents” webpage on KCC'’s internet site.
These updates show how feedback has influenced service redesign and
operational changes.

Stakeholder engagement:

The SEND Partnership Board drives forward the strategic vision for SEND
services across the county. It plays a central role in providing oversight and
accountability, ensuring that delivery is coordinated and responsive,
including those aligned to the Safety Valve Programme.

The recently published Kent SEND Strategy 2025-2028, and the Lived
Experience Engagement and Employment Framework are both current,
actively implemented, and aligned with national expectations for inclusive,
co-produced service delivery and reflect a strong commitment to multi-
agency collaboration, accountability and ongoing improvement.

Stakeholder engagement supports the Council’'s approach to commissioning
and delivering SEND services and is reflected in both the Kent SEND
Strategy and the Lived Experience Engagement and Employment
Framework.

B1. CR04-2025 — Review of SEND Assurances

Staff training:

The Workshop Wednesday training programme demonstrates a robust, data
informed approach to professional development. The training aligns with
audit findings and service needs and supports a culture of learning and
accountability.

Continuous improvement:

The Quality Assurance framework and audit review process ensure
consistent practice across the SEND service by combining structured
auditing, standardised tools, data driven feedback, and an environment of
reflective practice.

The service has made significant strides in embedding lessons learned from
previous Ofsted and CQC inspections into its ongoing service improvement
efforts and improvements are being realised. The services’ focus on quality,
co-production and system wide collaboration demonstrates a drive to move
forward.

Areas for Development

None identified

Summary of Management Actions

No. of Issues Mgt Actions Mgt Actions
Raised Implemented Outstanding

0 0 0
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D1. RB22-2025 — Contract Variations/ Waiver Process and Approvals (RB29-2025 — Contract Novation Merged)

Audit Opinion — LIMITED
Contract Novation
Audit Opinion — ADEQUATE

Contract Variation, Waiver
Process & Approval

Prospects for Improvement GOOD

Introduction

As part of the 2024/25 Internal Audit Plan, it was agreed that Internal Audit would
review the effectiveness of contract variations, the waiver process & waiver
approvals and contract novation.

This audit was split into four different scope areas including:
» Policies and procedures
» Training on contract variation
» The waiver process and contract novation
* Monitoring and oversight.

Contract variations may be made to existing contracts in regard to terms such as
value, duration and/or scope. To modify a contract the appropriate officer must
engage with the Commercial and Procurement Division (CPD) and obtain
agreement for the contract variation in line with the scheme of delegation
requirements set out in the Spending the Councils Money (SCM) document
including a Change Control Notice setting out the proposed modification.

Contract Novation can occur when a contractor sells, merges or transfers their
business to another organisation and the existing contract held with Kent County
Council (KCC) can be novated to the new supplier if this is acceptable to the
Council. This follows a similar process where a Change Control Notice must also
be completed via engagement with CPD in line with the scheme of delegation and
SCM as well as use of the Novation Deed template.

A contract waiver must be requested for any proposed contractual action that does
not meet the requirements of the SCM, this can occur when the application of
SCM procedures may prevent the delivery or continuity of a service. Waivers are
held within a dashboard that outline all requests, approvals and rejections as well
as key information for each request.

Discussion should be held with CPD prior to the waiver request being made, this
is to help ensure that the waiver does not contravene the Procurement Act 2023,
Public Contract Regulations 2015 (PCR) or other relevant legislation. Waiver
requests are made using the proforma available on Knet with the supplied
guidance including outlining of risks and the justification. Waivers with a value of
over £1m will also require approval from Kent County Councils Section 151 Officer
and/or the Monitoring Officer.

Waivers may also be requested retrospectively, this occurs when the breach of
requirements set out in the SCM are not followed and has occurred prior to the
waiver request. These are reported as non-compliance with SCM and are reported
to both the Governance and Audit Committee and the Monitoring Officer.

Key Strengths

Policies Procedures and Training

v’ There is sufficient guidance on waiver requests, contract variations and
contract novation set out in Spending the Councils Money (SCM), Knet and the
Proforma developed by Commercial and Procurement Division (CPD) in line
with the Procurement Act 2023.

v Training has been provided to CPD on the Procurement Act 2023 as well as
training and communication on important aspects of contract governance
including variations and the waiver process.

Contract Variation and Novation

v From a sample of 5 contract variations with a total value of £38m , all
amendments were made in line with procedural requirements including a
completed Change Control Notice and signed approval in line with the scheme
of delegation. It is noted that the sample did not confirm contract modifications
including up-lifts outside of the standard rate.

v' The sample of 5 Change Control Notices all included the regulation/clause in
which each contract allows variations to be made.

v' There was consistent evidence of legal consultation for the more complex
contract variations.

v One contract novation was completed in line with procedural guidance
including a completed Change Control Notice, Novation Deed and signed
approval in line with the scheme of delegation.
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Section Navigation

D1. RB22-2025 — Contract Variations/ Waiver Process and Approvals (RB29-2025 — Contract Novation Merged)

Introduction & Key

Key Strengths Continued Messages
Issue 3 - Waiver Request Form — Conflict of Interests -
Waiver Process and Approval » The waiver form does not confirm any conflict of interest, although this is set
v From a sample of 10 waiver requests with a value of £2.9m all waiver forms out in the initial procurement it would be beneficial to clarify during the waiver Resources
had been completed including the rationale for the waiver and associated risks. process.
v' 100% of the sample has been approved in line with the waiver rules including 2024-25 Internal Audit

contracts over £1m which had been approved by the Section 151 Officer. Plan
Prospects for Improvement
Monitoring and Oversight Prospects for improvement is rated as Good based on the following factors:
v There is a central record of all waiver requests including retrospective waivers.
v The level and value of waiver requests including non-compliance is reported to Adequacy of Action | Implementation External Factors
Corporate Management Team (CMT) and the Corporate Board for discussion, Plans Record
retrospective waivers are reported as non-compliance.
v The waiver request dashboard is currently undergoing further review to make Very Good

the document more robust in including supporting information within the tool.
Areas for Development -

Summary of Management Responses Appendix B — 2025-
26 Internal Audit Plan

2025-26 Internal Audit
Plan

Under the Spotlight

Issue 1 — Urgent Waiver Process and Retrospective Waivers - m
* 44% of a sample of 59 waiver requests were submitted as an urgent request No. of Issues Mgt Action Risk Accepted

and did not allow for suitable time to undertake the procurement process if Raised Plan & No Action Status

needed. Although officers are required to discuss the waiver requests with CPD Developed Proposed Appendix C -

prior to the request so there is an awareness of the urgency. Definitions
* As retrospective waivers are reported as non-compliance they are not m 2 2 0

approved by CPD, it would be beneficial for reporting to include sign off from

CPD management that the rationale for the retrospective waiver has been 1 1 0

reviewed, further to this it may highlight trends and areas for training leading to

a reduction in retrospective waivers. Low Risk

Issue 2 — Contract Variation and Novation Monitoring and Reporting -

* There is currently no monitoring or reporting on contracts that have had
variations made or have been through the novation process.

* No specific training has been provided on contract novation.




D2. RB23-2025 - Budget Savings including Follow-up (Draft)

Audit Opinion

Prospects for Improvement

Introduction

KCC has a statutory duty under the Local Government Finance Act 1992 to set a
balanced budget. With government funding reducing in real terms and increasing
demand for Council services, budget savings are a necessary means of bridging
the funding gap. To help balance the budget, the Council sets a savings target for
every year (£88.9m in 2025/26).

Background

Internal Audit undertook a review of Budget Savings during the financial year
2022/23. This audit, which was reported in April 2023, identified two high risk
issues, and was allocated ‘Limited assurance’. The two issues relate to: the
declining delivery rate of agreed savings plan; and inadequate scrutiny and
challenge savings proposals that are selected from the outset because a lot
depends on them being delivered.

Follow-up work carried out by Internal Audit in January 2024 found that progress
has been made to address these issues, but the agreed management actions had
not been implemented in full. As part of the 2024/25 Audit Plan, it was agreed that
Internal Audit would undertake further follow-up work to provide assurance that
agreed the management actions have been fully implemented.

This review did not include savings proposals in Adult Social Care and Health
(ASCH) on the basis that there is a separate review of ASCH savings delivery
plans.

This letter provides an update on the progress on the agreed management
actions, in relation to the process for identifying and evaluating the robustness of
savings proposals that are chosen to help prevent or minimise delivery risks from
the outset.

Findings and Observations

Internal Audit held discussions with key members of staff and also examined
supporting documentation to establish if the agreed management actions have
been implemented. Internal Audit’s initial findings are set out below:

Budget Setting Timetable

Management previously agreed to begin the service budget planning process
early each year to allow sufficient time for scrutiny, challenge, and refinement of
savings proposals. The first draft of the Council’s financial position is typically
completed by July annually. However, due to delays (including those linked to the
May 2025 election and appointment of a new administration) the first draft budget
was not presented to the Strategic Reset Programme (SRP) Board until August
2025. The delay in this process due to the reasons set out above was found to be
reasonable.

At the time of this letter, the draft budget position shows a significant gap of £62.4
million, including £41 million in proposed savings. Officers are currently finalising a
revised timetable from September 2026 to March 2027, but a compressed
timetable and the scale of the financial challenge may hinder the Council’s ability
to develop well-considered and realistic savings plans. There is a risk that savings
proposals may be rushed or overly optimistic, reducing their deliverability.

Savings Proposals

Management has introduced a more structured and consistent approach to
capturing savings proposals, as agreed. A Microsoft Power Apps platform is now
used to create digital templates that officers complete to outline their budget plans
for the year ahead. Separate templates exist for spending and savings proposals,
helping to standardise the process, improve data accuracy, and ensure
consistency across services. This system has strengthened the Council’s budget
planning by providing a uniform format for submitting savings proposals, making it
easier to compare, review, and challenge savings ideas across the Council.

Section Navigation

Introduction & Key
Messages

Resources

2024-25 Internal Audit
Plan

2025-26 Internal Audit
Plan

Under the Spotlight

Appendix B —2025-
26 Internal Audit Plan
Status

Appendix C -
Definitions




D2. RB23-2025 - Budget Savings including Follow-up (Drafft)

Findings and Observations Continued

Management should consider developing a process that involves scoring each
savings proposal against a set of predefined criteria. This would enable a structured
and transparent comparison of options and support decision-making by identifying
proposals with the highest strategic value. The total scores for each proposal could
be included in reports to Senior Management/Members (e.g. Corporate Board)
during the savings planning process. This would support informed decision-making
and help ensure that the most strategically valuable and feasible savings options
are selected.

Reassessing Statutory Requirements to Support Savings Planning

In July 2025, officers advised the Policy and Resource Committee that savings

planning will require an open approach towards considering the scope of “statutory

services” and reconsideration of minimum statutory requirements. To help ensure

that services fully consider the scope and legal minimum requirements of statutory

services when developing savings proposals, the savings templates can be

designed to prompt and enforce critical thinking. Lead officers completing the

templates could be required to justify the statutory status of the proposal, this should

be supported by references to relevant legislation or statutory guidance. In

particular, the savings template could include mandatory fields that require officers

to confirm:

+ If the service or activity is statutory, discretionary, or a mix of both.

+ If the legal minimum level of service been assessed,

 If yes, describe what the legal minimum looks like and how the proposal moves
towards it.

+ If legal advice been sought to confirm the statutory implications of this proposal.

Embedding these fields into the savings templates will help to ensure that all options
are fairly explored and that proposals are based on a clear understanding of
statutory obligations.

Quality of Information

In the last review, it was recommended that Directorates should improve the quality
of the information provided in the templates and Finance should provide robust
feedback if the quality is lacking. Sample testing of 10 new savings proposals found
that the quality of the information provided in the savings templates is improving.
The savings template has a review function that should be used by Directors or
Finance Business Partners to check the quality of information provided. However,
we found that 4 out of the 10 savings templates in our sample were not approved by
the Director or Finance Business Partner.

Deliverability Risk Assessment

Our initial audit in 2022/23 found that deliverability risks were not being identified
and assessed from the outset to inform the decision-making process. Services are
now identifying risks associated with the savings proposals from the outset.
However, there is currently no assessment of how confident officers are that those
savings can be delivered within the required timeframe. Each proposal will naturally
carry a different level of uncertainty(risk) from the outset, and without a clear rating
of deliverability risk (high, medium, or low), Senior Management and/or Members
may lack visibility into which proposals are more feasible, and which may carry
greater deliverability risk from the outset.

Recommendations

Management should:

v Focus on early review and challenge of savings proposals to help ensure
they’re realistic and deliverable.

v Consider a scoring system for savings proposals to support clearer
comparisons during savings planning.

v Add mandatory fields in savings templates to confirm statutory status and
assessment of minimum legal requirements for each proposal.

v Ensure Finance Business Partners and Directors consistently review and
approve savings templates to maintain quality and accountability of
submissions

v. Add a clear deliverability rating to each proposal to help highlight which
savings are more feasible from the outset.

Conclusion

Internal Audit recognises that good progress has been made in standardising
savings proposals and improving the quality of supporting information. However,
delays in the 2026/27 budget planning and the scale of savings still to be developed
within a short timeframe could impact the Council’s ability to produce realistic,
deliverable plans. Strengthening the assessment, oversight, and statutory analysis
of savings ideas will support a more robust and realistic savings plan.
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D3. RB25-2025 — Contract Extensions Follow-up

Section Navigation

Audit Opinion Sample testing of contract extensions found that the contract Introduction & Key
review and decision dates to extend the original contracts were Messages
Prospects for Improvement Issue 6_— Contra.ct between 2 and 6 months in advance of .th_e contracts’ end dgte.
Extension Planning However, the contract review and decision dates to consider
and extend these contracts do not allow sufficient time to Resources

Introduction
As part of the 2023-24 Audit Plan, Internal Audit undertook a review of Contract
Extensions. This audit, which was reported in August 2023, identified 6 risk issues, 2024-25 Internal Audit

and was allocated ‘Limited assurance’. The 6 issues for action were: The aim of this follow-up review was to provide assurance that adequate progress Plan

- has been made against issues raised in the original audit review.
m Summary of Original Issue 2025-26 Internal Audit
Key Findings from Follow-up Plan

enable a full re-procurement to be undertaken if it is required.

The Council's Scheme of Delegation Matrix describes the
procurement and invoice approval process for members, The follow-up work has identified that of the 5/6 previous issues have been

Issue 1 — Contract
Extension Approval

officers and Strategic Commissioning and shows approvals of  implemented Under the Spotlight

contract variations including contract extensions. Testing found

20% had not been approved in accordance with the Matrix. Summary of Progress Made
Contract extension risk assessment templates are not always Original Imol ted I
Issue 2 — Risk completed, and contracts risks are not always identified, ke lniz; RS2 SHLES . i
Assessments documented and reviewed prior to the approval of contract Issues Outstanding | Accepted Appendix B —2025-
extensions. Raised 26 Internal Audit Plan
Status
Issue 3 — Contract Contract information on the contracts register was not always W 3 2 1 0 )
Register kept up-to-date and key information was not documented. Appendix C -
Definitions
TheContract Extension Change Control Notice “CCN” template 3 3 0 0
includes requirements to record the reason and justification for
the extension and assess how an extension represents value Low Risk
for money, there is no requirement to undertake and document 0 0 0 0
Issue 4 — Contract . .
. market analysis testing.
Extensions
The CCN template was not always completed to approve a
contract extension and the reason and justification for extending
the contract was not always documented.
Internal Audit was advised that a contract management training
Issue 5 — Contract session was delivered in May 2022. Recordings of this were
Management available for staff to access at any time. However, there is no
Training monitoring and reporting of which staff have or have not

completed the Contract management training.




D3. RB25-2025 — Contract Extensions Follow-up

Issue Status

Issue 1 — Contract Extension Approval

Issue 2 — Risk Assessments

Issue 3 — Contract Register

Issue 4 — Contract Extensions

Issue 5 — Contract Management Training

Issue 6 — Contract Extension Planning

Implemented

Implemented

Implemented
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D4. RB30-2025 — Risk Management

Introduction

As part of the 2024/25 Internal Audit Plan, Internal Audit conducted a review of
the Council’s risk management framework. The objective was to assess
whether risk management practices are operating effectively, with a focus on
escalation and de-escalation processes, governance oversight, and alignment
with the Council’s Risk Management Policy and Strategy (2025-2028).

The audit examined the design and operation of controls across corporate,
directorate, and divisional levels, with particular attention to how risks are
identified, assessed, escalated, and monitored. The review also considered
the integration of risk management into strategic decision-making and the use
of supporting tools such as JCAD.

The review included analysis of:

3 The structure and clarity of the risk management framework and policy

3 The consistency of risk scoring and alignment with the Council’s risk
appetite

3 The frequency and quality of risk register reviews
o Evidence of escalation and de-escalation decisions in line with policy

3 The role of governance bodies such as the Governance & Audit
Committee, Corporate Management Team (CMT), and Directorate
Management Teams (DMTs) in overseeing risk

In addition, the audit explored how the Council identifies and responds to
emerging risks, including the use of benchmarking, horizon scanning, and
external intelligence (e.g. South East Audit, Risk Assurance Managers - SE
ALARM). The review also assessed how risk management is embedded into
business continuity planning, major programmes, and strategic transformation
initiatives.

Key Strengths

v Risk Management Framework, A comprehensive and formally approved
framework is in place, aligned with ISO 31000 and the Orange Book. Roles,
responsibilities, and escalation protocols are clearly defined.

v Risk Identification, The Council actively identifies emerging risks through
horizon scanning, benchmarking (e.g. SE ALARM), and internal analysis.
Risks are updated in real time via JCAD.

v Risk Registers, Registers are maintained at corporate, directorate, and
critical service levels. Risks are well-articulated, regularly reviewed, and
integrated with business continuity planning.

v Risk Appetite & Assessment, A consistent scoring matrix is applied across
all registers. Appetite thresholds are defined and used to guide escalation
decisions.

v Escalation & De-escalation, Documented examples show risks are
escalated and de-escalated appropriately, with oversight from DMTs, CMT,
and the Governance & Audit Committee.

v Risk Monitoring & Reporting, Risks are reviewed quarterly or annually
based on rating. Reporting is structured and flows from operational teams to
elected Members.

v' Value for Money & Efficiency, Risk management processes are embedded
into strategic planning and programme governance. Opportunities for
improvement (e.g. KRIs, dashboards) support ongoing efficiency.

Areas for Development
Key Risk Indicators (KRIs), The Council has started implementing KRls,
which is a positive step toward enhancing proactive risk monitoring. While
there are opportunities to strengthen this area further, this is not being raised
as an issue, as it is already under active development by the Risk and Delivery
Assurance team. Continued focus is encouraged to:

» Expand KRI coverage across strategic and operational risks.

» Define thresholds and escalation triggers.

+ Integrate KRIs into dashboards and reporting tools.

» Ensure KRIs are regularly reviewed and updated to reflect evolving

risk environments.

As this is a known area of focus of the Risk and Delivery Assurance Team an
issue has not been raised.
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D5. RB54-2025 — Commercial & Procurement Oversight Board (CPOB)

Audit Opinion ADVISORY
Prospects for Improvement N/A

Introduction

The Commercial and Procurement Oversight Board (CPOB) commenced in
October 2023 and was launched following the introduction of the new
Commercial and Procurement Division in September 2023 and has become a
key component in the Council’s informal governance arrangements. In January
2025, Internal Audit and Counter Fraud were invited to attend the CPOB in an
advisory capacity. The CPOB provides strategic oversight and assurance
across KCC’s procurement projects, ensuring activity is undertaken effectively,
efficiently, and in a compliant, fair, and transparent manner, in line with public
procurement regulations and the Council’s mandatory rules and procedures as
set out in Spending the Council’'s Money. The aim is that this will result in
goods, services, and works being secured that represent value for money for
KCC and residents.

Internal Audit Observations

Strengths

» Membership of the CPOB comprises of Senior Officers from the
Commercial and Procurement Division (CPD) and key functions across the
Council, including Finance and Governance & Law.

» The CPOB is chaired by the Head of the Commercial and Procurement
Division and includes a core membership, plus optional members
depending on the items under consideration.

» The CPOB provides strategic oversight of the Council’'s procurement activity

in order to ensure alignment with the Council’s overall strategic direction,

priorities, and objectives.

The Standards and Improvement Team play a key role in coordinating and

managing CPOB

« The CPOB reviews KCC’s Procurement Pipeline. This informs future
planning and resource allocation. A 12-month forward plan of projects for
review by the CPOB is maintained.

» For procurement projects that are reviewed by the CPOB, the group seeks
to ensure that activity is effectively and efficiently undertaken or planned to
maximise value for money.

 The group ensures that there has been and will be transparency and
accountability in the procurement process, with objective decision-making
and fair, open, and compliant processes.

» The group provides advice and guidance on major risks and issues facing
projects reviewed.

» When reviewing procurement projects, the group considers whether public
procurement regulations and Spending the Council’'s Money have been
followed.

« The CPOB considers implementation of changes in legislation and KCC
procurement rules and champions continuous improvement in procurement
procedures and practice across KCC.

» The CPOB has a clear terms of reference.

»+ The CPOB meets on a monthly basis and the group is well attended, with a
good level of challenge and discussion.

» There is a clear focus on the requirement to perform fraud risk
assessments.

» Lessons learned is a key focus.

* Internal Audit have provided feedback on individual procurements.

» Half yearly reports are provided to the Governance & Audit Committee,
Corporate Management Team (CMT) and the Corporate Board.

Conclusion

It is important that CPOB remains a key part of KCC’s commercial and
procurement governance structure, supporting compliance, promoting best
practice, and ensuring that best value is achieved. CPOB are a core
component of the wider governance arrangements the Council has in place to
provide robust oversight and assurance of such activity
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E1. RB36-2025 — Disciplinaries

Audit Opinion SUBSTANTIAL

Introduction

A disciplinary procedure is the formal way that the Council deals with an
employee's misconduct. The UK Government's Advisory, Conciliation and
Arbitration Service (ACAS) has published a statutory code of practice on
disciplinary procedures which provides guidance to employers and sets out
principles for handling disciplinary situations in the workplace. The Council has
its own disciplinary policy which follows the ACAS code of practice. Failure to
follow the ACAS code or the Council’s disciplinary policy may result in an
additional fine (up to 25% more) if someone wins an employment tribunal
against the Council. HR has managed over 160 misconduct cases within the
last year, which account for approximately 30% of the total employee relations
casework activity.

As part of the 2024/25 Audit Plan, it was agreed that Internal Audit will
undertake a review of the compliance and fairness of disciplinary actions. In
forming Internal Audit conclusions, the handling of 10 allegations employee
misconduct has been assessed against the requirements of the ACAS’
statutory code of practice and the Council’s disciplinary policy.

Key Strengths
v Requirements of the ACAS statutory code of practice and the Council’s
disciplinary policy/procedure are being adhered to in practice. In particular:

» Employees are offered support for their wellbeing and signposted to
an employee care service during a disciplinary procedure.

* Misconduct investigations are being carried out an independent
officer.

« The scope and the role of an investigator are clearly set out in a
'terms of reference' for the investigation.

+ Where an investigation finds that there is a case to answer, we
found that a hearing is held to provide the employee with an
opportunity to respond to the allegations.

+ Employees receive written case details in a timely manner (at least 5
working days) in advance of disciplinary hearing meeting.

* Employees are offered the right to be accompanied to disciplinary
hearing meeting (i.e. by colleague or trade union representative)

» Sanction decisions are taken by the appropriate level of
management in line with the scheme of delegation set out in the
Council's disciplinary procedure.

 Employees are offered a right to appeal against a disciplinary
sanction.

v Furthermore, a review of employment tribunal decisions over the past two
years revealed that all claims brought against the Council were struck out,
indicating a general adherence to statutory requirements in the handling of
employee disciplinary.

Areas for Development

Issue 1 — Misconduct Outside the Workplace
* An allegation of discrimination outside the workplace was not formally
investigated before the case was closed.

Issue 2 — Investigator Training
« 15% of officers who can carry out investigations have not completed
relevant training.

* Personnel Committee minutes reflect the Council's Disciplinary Policy and
Procedurewas last formally ratified by the Personnel Committee in 2013.
Since that time the minor updates made to the Policy and Procedure did not
require formal review by Personnel Committee. So, no formal management
action is proposed on this issue.

» A misconduct investigation recommended refresher training for petty cash
account holders and operators, which has not been fully implemented.
However, no formal management action is proposed, as HR was not
responsible for the recommendation, which is being monitored elsewhere.
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E1. RB39-2025 — Payroll (Draft)

Prospects for Improvement GOOD

Introduction

As part of the 2024/25 Internal Audit Plan, it was agreed that Internal Audit would
undertake a review of the payroll function. It was agreed that the review would
focus on assessing the effectiveness of payroll controls operated by HR Connect,
specifically in relation to pension contributions and deductions, maternity pay, and
the management of tax codes.

The payroll service is managed by HR Connect, which forms part of the wider
Global Commercial Services Group. This audit aimed to provide assurance over
the accuracy, compliance, and effectiveness of payroll processes and controls in
place.

Key Strengths

v There are appropriate policies and procedures in place governing both
maternity and pension processes.

v Pension contributions are automatically adjusted when an employee’s pay
changes to move them into a different contribution band where required.

v’ Sample testing of pension contributions confirmed that all individuals tested
were contributing the correct amounts.

v A sample of maternity payments reviewed found these to be accurately
calculated in accordance with policy.

v Tax codes are automatically updated and managed via Rimini Street on
behalf of KCC. Evidence indicates that updates are completed correctly.

v' There is a clear segregation of duties between the Operational Team and
the Payroll Control Team in the payroll process, supporting effective internal
control.

v A comprehensive overpayments procedure is in place, clearly outlining the
responsibilities of employees, managers, HR Connect, Internal Audit, and
the Debt Recovery Team. This ensures accountability throughout the
recovery process.

v' The overpayments procedure includes robust escalation measures for cases
where individuals do not cooperate in repaying funds.

v Overpayments are logged and integrated into a Power Bl dashboard,
facilitating effective tracking, communication, and recovery efforts.

v' A sample of overpayment cases demonstrated that recovery procedures are
functioning effectively, with appropriate payment plans in place for
outstanding debts.

v' Analysis of overpayments over the past six months revealed that the
majority of cases were caused due to delayed notification of changes by the
relevant line managers.

Areas for Development

. No areas for development were identified.

Prospects for Improvement
Prospects for improvement is rated as Good based on the following factors:

Adequacy of Action | Implementation External Factors
Plans Record

Summary of Management Responses

No. of Issues Mgt Action
Raised Plan
Developed

Risk Accepted
& No Action
Proposed
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F1. RB03-2025 — Equality, Diversity & Inclusion including Equalities Act Follow-up

Audit Opinion SUBSTANTIAL
Prospects for Improvement GOOD

Introduction

As part of the 2024/2025 Audit Plan, Internal Audit investigated whether Kent
County Council (KCC) effectively implemented its Equality, Diversity &
Inclusion (EDI) policies, focusing on young employees. The audit examined
young people's career development, intersectionality and turnover rates. It also
ensured previous issues identified in the Equality Act Duties 2010 Audit were
addressed.

Key Strengths

Bias

v" Clear alignment with KCC'’s values and People Strategy.

v' Structured development pathways (apprenticeship and graduate schemes).

v Roles contribute directly to service delivery and organisational
improvement.

Generational Gaps and Exclusion from Decision Making

v' Diverse communication channels (KNet, K-mail, digital screens) are in place
and actively managed.

v Younger staff (16-25) report high satisfaction and digital engagement in the
2024 Staff Survey.

v’ Survey feedback is used to monitor engagement in the absence of detailed
analytics.

v Formal youth voice platform (Aspire) with senior-level influence.

v Evidence of tangible impact on strategy, policy, and programmes.

v High engagement and satisfaction among younger staff.

v Active youth engagement through Aspire Staff Group.

v Influence on strategic documents and HR policies.

v Collaboration with HROD on development initiatives.

v Opportunities for skill-building through data analysis and mentoring.

v Regular representation in senior-level forums.
v’ Creation of safe spaces for discussion and feedback (e.g. “Aspire Has a
Natter”).

Talent Attraction and Retention

v Inclusive and Values-Led Recruitment Practices.

v’ Strong Engagement and Retention of Young Talent.

v Robust Early Careers Framework.

v' Clear progression and 100% retention in the graduate programme.

v Broad, accessible apprenticeship offer across Levels 2—7 and 250+ career
paths.

v’ Strong strategic oversight and monitoring via Power Bl and defined
apprenticeship targets.

v’ Exit interview data from young employees (Oct 2024 — Jun 2025 based off
16 responses from ex-employees between the ages of 16-30) identified the
following:

* 81% of respondents agreed or strongly agreed that they had access
to the tools and resources needed to do their job well.

» 63% agreed or strongly agreed that their team worked well together
to reach common goals.

* 69% agreed or strongly agreed that KCC staff respect individual
differences such as cultures, working styles, and ideas.

* 56% agreed they were able to develop professionally at KCC.

+ 50% rated their work-life balance as “good” or “excellent.”

* 56% of respondents were “likely” or “very likely” to recommend KCC
as a place to work.

Areas for Development

Issue 1 — Exit Interview Data from Young Employees —

» KCC does not currently conduct formal exit interviews. Instead, a leaver
survey was introduced in October 2024, however, uptake has been low, with
only 93 responses received as of June 2025, including 16 responses from
staff aged 16—30.
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F1. RB03-2025 — Equality, Diversity & Inclusion including Equalities Act Follow-up

Summary of Management Responses

Prospects for Improvement
Prospects for improvement is rated as Good based on the following factors: No. of Issues Mgt Action Risk Accepted
Raised Plan & No Action

Adequacy of Action | Implementation External Factors Developed Proposed

VERY GOOD

Follow-up Summary of Progress Made

This audit, also included review of previous issues identified in the audit of
Equalities Act Duties 2010 which was reported in September 2022, which
identified 2 high risk issues, and was allocated ‘Limited assurance’. The 2

issues for action were:

_ Summary of Original Issue W 2 2 0 0

Original Implemented Issues Risk
Issues Outstanding | Accepted

Raised

- 0 0 0 0
B .1 LS Sample testing of Key decisions identified there were gaps
ey e in the EqlA to support decisions
assessments (EqlAs) q PP : Low Risk 0 0 0 0

Issue 2 — Publication of Sample testing of Key decisions identified some
inconsistencies in the practices around publication of Issue Status

EqlAs
Internal Audit found that all management actions identified in the two High
priority issues had been implemented. Issue 1 — Content of EqlAs High Implemented

Issue 2 — Publication of EqlAs Implemented
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F2. RB27-2025 — Modern Slavery

Audit Opinion

Prospects for Improvement

N/A — ADVISORY

N/A

Introduction

As part of the 2024/25 Audit Plan, it was agreed that Internal Audit will undertake a
review of modern slavery. The aim of the audit was to provide assurance that the
Council has the necessary controls in place to prevent modern slavery within the
Council. This initial Audit Memorandum does not provide a formal assurance
opinion, but highlights observations identified by Internal Audit.

Initial Observations

Internal Audit held discussions with key members of staff and also examined
supporting documentation. Internal Audit’s initial findings are set out below:

Progress against previous observations 2022/23

* Good progress has been made against the observations made during the
2022/23 review. Progress against these has been incorporated in the below
observations and recommendations.

Risk Assessment

* Although a risk assessment has not been completed across KCC there is
sufficient reasons to support the decisions on this.

* Risks are assessed and evident that they are included in Risk Registers across
KCC.

* A draft Modern Slavery (MS) statement awaiting approval makes multiple
references to risks, note that this draft statement is scheduled to be taken to
CMT on 30/9/25 for consideration.

» With regards to risk assessing KCC contracts, the service is currently piloting
an approach across three procurements which are being led by category teams
within the Commercial and Procurement Division. This involves assessing the
risk level associated with a contract at the start of the procurement process,
and based on the risk level identified, including a series of proportionate
modern slavery questions in the Selection Questionnaire for suppliers to
complete as part of the tender process.

+ The findings from the pilots will be reported back to the Serious Organised
Crime (SOC) Supply Chains Working Group in September, with a view to
rolling out this risk-based approach across procurements.

Policies & Procedures

» There are policies and procedures related to modern slavery which are robust,
up-to-date, and accessible by all staff.

* Roles are responsibilities have been clearly defined.

» Policies & procedures ensure that Kent County Council carries out its statutory
duties in relation to modern slavery.

« One document was available in 2 versions and was not version controlled,
however this has now been corrected and actioned.

» There is a library of relevant links and information regarding MS on Knet.

* Procurement templates have been reviewed and wording regarding Modern
Slavery strengthened.

Due Diligence Checks

» A working Group has been setup regarding SOC in the supply chain.

* One of the working groups aims is to increase the robustness of KCC’s supply
chain against the risk of SOC and this is a joint initiative between the SOC and
Commercial Standards teams.

» Pilot tests are being completed regarding due diligence of suppliers for high
and low value contracts.

Training & Awareness

+ A SOC team and Risk & Responsible Procurement roles have been created in
the Council since the previous audit as completed in 2022.

» Training regarding MS is available to staff both virtually through Delta and in-
person.

» Previously workshops and awareness information has been shared across the
Council, a further lunch and learn sessions to raise awareness about the risks
and threats in the supply chains is planned in July 2025.

* Through guidance available on Knet, training available and awareness
sessions, staff are made aware of their responsibilities within the Council
regarding MS.

Section Navigation

Introduction & Key
Messages

Resources

2024-25 Internal Audit
Plan

2025-26 Internal Audit
Plan

Under the Spotlight

Appendix B —2025-
26 Internal Audit Plan
Status

Appendix C -
Definitions




F2. RB27-2025 — Modern Slavery

Recommendations

Recommendations Management should ensure:

The Draft MS Statement is approved and then made available to staff and the
public.

Ensure guidance on Due Diligence checks made for suppliers includes the
importance of retaining evidence of the checks that have been completed and
the relevant findings and any further action that is taken.

Modern Slavery training available through e-learning is reviewed, updated
where applicable and staff notified of what is available.

The SOC working group to continue to establish the process for completion of
due diligence checks to be carried out for suppliers and contracts.

Conclusion

Internal Audit recognises that significant work has been undertaken to address
known weaknesses following the SOC project and to develop more robust
processes, including the introduction of a new team.

Guidance and awareness of MS is available to staff.

The SOC working group has significantly progressed as to due diligence
checks to be carried out for suppliers and contracts.

There are still further actions to be taken to ensure effective mitigation of the
SOC risk in the supply chain.
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F3. RB28-2025 — Use of Consultants (Drafft)

Audit Opinion

Prospects for Inprovement TBC

Introduction
Following the 2022-23 council-wide review of the Engagement of Consultants it
has been agreed that Internal Audit would undertake a further review.

The aim of the audit was to ascertain the progress made towards rectifying the
weaknesses identified in the previous review and to review the controls over
procurement decisions and the selection of consultants, financial commitment
within authority limits, management of performance and the termination of
contracts

This audit was split into five different scope areas including:

1)  Policies and Procedures

2)  Engagement of Consultants
3) Data Analytics

4)  Monitoring and Outcomes
5)  Follow-ups

Expenditure on Consultants is an area of spend that comes under regular scrutiny
by Members. Consultants may be funded from either revenue, capital or other
grant streams.

For clarity, the term Consultants, as per the KCC’s “Spending the Council’s
Money” Contract Standing Orders, is a person (not an employee), agency, or firm
engaged for a limited period of time on a project or requirement specific basis to
carry out a specific task or set of tasks which meet a desired set of outputs or
outcomes. A consultant provides subject matter expertise, support, and/or
experience to the Council either because it does not possess the skills, resources
in-house or requires an independent evaluation/assessment to be made. This
definition excludes agency staff, interim, or role-specific duties which should be
sourced through the Council’s corporate contract with Connect2Kent, Routine
services, and Professional services.

Scope Limitations

Internal Audit were unable to obtain information pertinent to terminated contracts.
Internal Audit are therefore unable to provide assurance on the scope area —
Monitoring and Outcomes.

Key Strengths

Policies and Procedures

v" The Spending the Council’s Money (SCM) policy has been updated to reflect
the new requirements of the Procurement Act.

v' The SCM policy has updated the definition of Consultants.

Engagement of Consultants

v Internal Audit confirmed that miscoding errors identified have been rectified in
the Oracle transaction lists.

v Internal Audit confirmed that three transactions in the CED directorate, were in
line with the SCM policy.

Areas for Development

Issue 1 - Policies and Procedures — m

* There is no reference to a post consultancy review in the SCM policy.

« The SCM policy does not detail guidance and/or restrictions regarding
consultants committing spend or employing other consultants

* There is also no guidance available on who is eligible to procure consultants
e.g., certain roles and their corresponding responsibilities. This would be a
matter for the individual directorates to determine.

+ Some of the Officers interviewed from the various directorates were not aware
of the updated definition of a consultant within SCM policy or the approved
process for the engagement of a consultant.

Issue 2 — Miscoding —

» Half of the sample reviewed by Internal Audit were identified as having been
miscoded to code 402 for consultants.

+ For some of the transactions, the supplier and customer name was absent.
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F3. RB28-2025 — Use of Consultants (Draft)

Prospects for Improvement
Prospects for improvement is rated as Good based on the following factors:

Adequacy of Action | Implementation External Factors
Plans Record

Follow-up

In 2022-23 Internal Audit undertook a council-wide review of the Engagement of
Consultants. This audit, which was reported in July 2023, identified five issues.

The aim of the follow-up was to provide assurance that adequate progress has
been made against issues raised in the original review

Summary of Progress Made

Original
Issues
Raised

Implemented | Superseded

Outstanding

5 2 2 1

Two of the five original agreed management actions have now been implemented.

Summary of Management Responses

No. of Issues Mgt Action
Raised Plan
Developed

Issue Status

Implemented

Issue 4.1 - There is a lack of awareness and/or
understanding of the definition of a consultant at KCC.

Issue 4.2 — Staff are not aware of existing guidance for the
engagement of consultants and there is a lack of detailed
guidance for staff on the usage of and engagement of
individual consultants

Issue 4.3 — There is a lack of clarity amongst staff on the
usage of subjective code 402 Consultants and on the
difference  between consultants, agency staff and
professional services.

Issue 4.4 — There is a lack of clarity on which subjective
code to utilise for staff brought in on secondment from
external bodies.

Issue 4.5 — There is conflicting guidance regarding involving
Cabinet Members prior to engaging consultants and there is
a lack of awareness of when Cabinet Members should be
involved prior to engaging consultants.

Risk Accepted
& No Action
Proposed

Implemented
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F4. RB47-2025 - Oracle Cloud Programme — Business Readiness

Audit Opinion ADVISORY

Prospects for Improvement N/A

Introduction

1)  The aim of the Oracle Cloud Programme (OCP) is to replace the Council’s
current Oracle E-Business Suite (EBS) Solution, which is a critical system
that has been in use for more than 20 years.

2)  The Internal Audit and Counter Fraud service has continued to support the
OCP Board in a consultancy capacity and the findings from the ‘OCP —
Finance and Programme Management’ audit were reported to Governance
and Audit Committee in January 2025.

3) The ‘Adopt not Adapt’ approach means the software will be adopted without
customisation. This means KCC’s business processes need to be adapted
to align and staff need to be trained on the new system and processes
ahead of the Core Finance & Procurement phase 1 ‘go live’ on 14th August
2025.

4) Business Readiness has been acknowledged as the biggest risk facing the
programme.

5) In line with our agile audit approach to provide timely assurance, Internal
Audit have provided 2 interim updates to management in May and June,
with the key observations fed back at the July 2025 Governance and Audit
Committee.

Internal Audit’s Observations:

KCC-Wide Communications

» The “Adopting Oracle, Adapting KCC” message is being consistently shared via
meetings and KNet, K-mail and emails to staff.

» A dedicated communications officer is part of the Transformation Team.

* Alive communications plan and tracker monitors internal engagement delivery.

» KNET disseminated updates, including videos from key officers.

+ Communications have raised awareness of OCP among staff and Internal audit
have assurance that as go live approaches communications will escalate
appropriately to include further messages about the timeline, transition, go-live
and support.

The Business Readiness Group (BRG)

» The BRG was established to drive the business readiness for the Oracle Cloud
Programme (OCP) and includes representatives from across KCC to ensure
the organisation is prepared for go-live.

* BRG has met monthly since March 2025, following a workshop in February.

+ Internal Audit observed BRG meetings (April—-June 2025) and confirmed they
included engaged dialogue on change impacts, demos, and query resolution.

+ BRG membership selection was based on input from Subject Matter Experts,
structure charts, and DMT meetings.

 Internal Audit confirmed BRG membership aligns with KCC’s structure, but the
Programme Manager has not verified using data analytics that representation is
proportional to the services impacted.

+ Attendance dropped from 58 officers in April to 41 in June however, Internal
Audit’s spot check confirmed sampled absentees caught up.

« The Programme Manager escalated key readiness updates to the OCP Board
via highlight reports.

Business Process Adaptation: Change Impact Assessments (ClAs) and

Action Plans

» The adaptation of business processes is essential to business readiness and
CIlAs have been used to evaluate the extent to which existing KCC process
needed to be adapted to adopt Oracle.

* The Transformation Team offered support to services about ‘how’ to amend
their business processes.

Procurement ClAs

* Procurement ClAs were developed with Subject Matter Expert input and shared
with BRG by priority and responses were timely and well-managed:

» Accepted ClAs indicated that the process change either had no impact on the
service or the service could manage the change itself ahead of go-live.

* Rejected ClAs indicated that support would be required to adapt the service’s
existing process to use the new Oracle.
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F4. RB47-2025 - Oracle Cloud Programme — Business Readiness

Procurement ClAs received 392 acceptances and 57 rejections; responses
were tracked via PowerBI.

All but four rejections were resolved through Transformation Team clarification
or training.

The outstanding rejections required a single action plan, which the Centre of
Excellence provided and the service has implemented.

Internal Audit sampled 10 CIAs (5 accepted, 5 rejected) and confirmed via spot-
checks with officers that an appropriate approach to business process adaption
had been taken.

Findings of spot-checks were shared with the Transformation Manager ahead
of DMT discussions.

DMT will be providing final confirmation that their business processes have
been adapted and their services are ready for go-live.

Finance ClAs and Training

Finance ClAs were delayed and the changes are being picked up primarily in
conversations with Budget Managers in early July, including explanations of the
revised Chart of Accounts and Approved Hierarchies.

Delays in User Acceptance Testing (UAT) completion may require adaptations
to Oracle and business processes.

Finance requires it's own separate training plan for Accounts Payable,
Receivable and Fast Payments however, this plan has not yet been produced
because of UAT delays.

Finance have recently asked for additional training support from the Trainers,
therefore this needs to be resourced.

Roles and responsibilities for the training plan are in the process of being
defined, with a deadline of 18th July 2025. This is after the original timeline for
OCP and SRP Boards meet for the go/no-go decision.

Noted that training onboarding is not a critical factor for that decision.

Key Controls

A Core Financial Controls audit has been included as a priority in the 2025/26
Audit Plan to test control effectiveness of amended processes.

UAT Progress and Outstanding Defects

Daily UAT reports ensured clear tracking of new and outstanding defects.
Across cycles 1 and 2, script executions remained largely on track with
baseline projections, with delays being absorbed by the contingency.

UAT has been extended to accommodate testing of ContrOCC scenarios.
Issues have been prioritised (RAG rated) with the intention to re-test until
problems are fixed.

Not all defects have been fixed and some will carry over into post-go-live with
work arounds to be agreed and tested. (Issue 1 — High)

Any outstanding Change Requests will need to be justified and budgeted for,
their impact on the principle of ‘adopt not adapt’ needs to be evaluated as well
as implications for future updates. (Issue 1 — High)

There are outstanding defects relating to Accounts Payable, Accounts
Receivable, and Kent Care, with the current plan to go live with workarounds in
place and to resolve these defects as part of the hypercare approach. (Issue 1
— High)

Programme Management

OCP Board meetings review progress against key milestones targets.

It is essential that the Programme Management Team provides realistic plans
and timescales for the resolution of defects and to ensure business readiness
in time for go live or when the processes are required. (Issue 1 — High)

The plans required to complete phase 1 should include transparency about the
impact of delays on resources, programme budget and scheduling for phase 2.

UAT Communications (improvements were made between cycle 1 & 2)

Ahead of cycle 1, gaps in communication left some staff unaware of their roles
or schedules.

As a result, several users did not attend the first day of testing, while others
who did attend were unsure about what to do, requiring ad hoc guidance from a
subject matter expert.
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F4. RB47-2025 - Oracle Cloud Programme — Business Readiness

Lessons were learned from cycle 1 and a dedicated communications plan was
put in place for cycle 2, with the Communications Lead and Transformation
Programme Manager coordinating messages.

In advance of the second cycle, targeted instructions and reminders were sent
via a dedicated Teams channel clearly outlining participation times and tasks
for all designated testers.

Phase 2 UAT communications should be timely and reflect lessons from Phase
1, this will be captured in the documentation of the Phase 1 lessons learned
exercise. Please share lessons learned with Internal Audit so we can provide
feedback.

UAT Support and Scripts

The Programme Team and the implementation partner (de Novo) supported
testers on-site, helping troubleshooting of issues and clarifying test scenarios.
However, some testers found the test scripts difficult to understand and not
reflective of their daily tasks in the current system, a partly expected outcome of
the programme’s “adopt-not-adapt” approach.

Notably, several issues raised during UAT were training gaps rather than
system defects, which trainers are now addressing.

Phase 2 UAT scripts should be designed so they are clearly understood, again,
this should be captured in the documentation of the Phase 1 lessons learned
exercise.'

User Training — Procurement

The team recruited three training leads to develop and conduct user training.
The team developed a training plan for Phase 1 and launched training on
schedule.

The trainers met daily with the Transformation Programme Manager to
coordinate their progress.

The trainers observed UAT and used the UAT issue log, to identify common
user difficulties to address them in the training materials.

There is a risk associated with the trainers not being Oracle or Procurement
experts, this has been mitigated by the trainers working closely with the
Programme and Procurement teams.

Training is being delivered using face-to-face sessions through the Council’s
Delta e-learning platform, and via instructional videos.

This multi-channel approach supports different learning styles and allows
remote access.

Oracle Guided Learning provides step by step guidance within the software.
The training plan for iProc users identified essential users and there is a target
to have at least 80% of users booked onto training by the go/no-go decision.
However, there is no monitoring to ensure critical users complete the training
before go live.

Programme Management accept the risk of not knowing whether essential
users are trained ahead of go live, reasoning that untrained users can quickly
catch up, Oracle Guided Learning (OGL) offers in-system guidance, and
support is available to minimise disruption.

Go/No-Go Decision Criteria

The Programme has established a set of clear criteria to guide the go/no-go
decision on 16 July, to be ratified by the Strategic Reset Programme (SRP)
Board on 17 July.

These criteria cover both technical readiness of the system and business
readiness of the Council.

Importantly, the OCP Board has emphasised focusing on the operational
readiness of the most critical services to ensure that essential finance and
procurement functions will work from day one.

Some of the key success factors under discussion include: completion of all
high-priority business process changes (with DMT sign-off), resolution of critical
defects identified during UAT, and availability of day-one support
arrangements.

To date, Internal Audit have not been provided with sufficient information to
evaluate how every criterion has been monitored.

In our feedback on the draft Go/No-Go decision template Internal Audit have
specified what evidence would be expected to see and to understand whether
the criteria has been achieved or not.

If the go/no-go decision does not proceed as scheduled, the OCP board should
be updated on progress against the criteria to date.

Hypercare

The programme is preparing a ‘Hypercare’ Support Plan for the post—go-live
period.

The Hypercare support plan consists of a dedicated support team (including
floor-walkers from the Programme Team and implementation partner, de Novo)
who will assist users at go-live.
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F4. RB47-2025 - Oracle Cloud Programme — Business Readiness

Finalising and communicating the plan will strengthen the go-live readiness by
assuring senior management that issues, will be promptly addressed.

Cutover and Blackout Period

The Cutover Plan contains all projected activities to be carried out with owners,
start and end dates and completion status.

A contingency has been built into the cutover and blackout period.

There has been engagement with teams and directorate resilience forums
regarding updating Business Continuity Plans (BCPs) to bring forward or
postpone payments.

Any manual work arounds or purchase orders being put in place during the
black out period need to be closely scrutinised to ensure that spending controls
are robust, Director-level authorisation is prudent for any high-risk spending.
The Phase 1 Cutover — Communication and Engagement Plan outlines how
services and suppliers are made aware of the cutover period and its impacts.
The tracker shows that Communications has already been issued to external
parties. However, these will need to be re-done should the go live date and
therefore the cutover period change.

KNet communications outline key dates, impacts, and preparation steps.

BCPs must be robust. It is the responsibility of individual teams/ services to
ensure they have their own up to date BCPs. The OCP Programme
Management have provided support in relation to this.

The DMT Readiness Reports includes a section on Business Continuity
referencing any payments impacted by the cutover and service outage.

To gain assurance that cutover plans are in place, the papers ask DMT
members to consider the detail of the report and endorse the view of the BRG
Members that the Directorate is ready and raise questions where necessary.

Conclusion

The Oracle Cloud Programme (OCP) represents a significant transformation for
the Council, and business readiness remains its most critical risk.

Internal Audit has provided timely assurance throughout the programme, with
observations highlighting both strengths and areas requiring attention.

Communications and procurement readiness are progressing well, supported by
structured engagement and training. However, delays in finance ClAs, associated
training plans, and unresolved defects pose high risks to operational readiness.

The Programme Management Team must ensure
transparent reporting including the highlighted issues with critical
processes to support the go/no-go decision.

realistic planning and
finance

Hypercare and cutover arrangements are in place, but their effectiveness will
depend on robust execution and oversight.

Internal Audit will continue embedded assurance as the programme moves
towards go-live.

Summary of Management Actions

No. of Issues
Raised

Mgt Action
Plan
Developed

Risk Accepted
& No Action
Proposed
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F6. RB06-2026 — Oracle Cloud Programme — Programme Management — Follow-up

Prospects for Improvement

Introduction

FOLLOW-UP

N/A

As part of the 2024/25 Audit Plan, Internal Audit undertook a review of Oracle
Cloud Programme (OCP) — Finance and Programme Management. This audit,
which was reported in March 2025, identified 3 high and 2 medium risk issues, and

Issue 1 — Finance,
New Key Decision
and Authority to

Approve Changes

Issue 2 - KCC
Programme
Oversight

Issue 3 — Risk
Management

was allocated ‘Limited assurance’. The 5 issues for action were:

Summary of Original Issue

The financial position of the OCP was not reported to the
SRP Board until October 2024, when it was stated that
forecasted spend would exceed the estimated
implementation project cost that informed the key decision
taken in July 2023.

Change requests have been taken to the OCP Board. The
limitations of the prior process and the importance of
rigorous change controls has been acknowledged, so a new
Change Control Board has been introduced as part of the
governance refresh.

The draft Terms of Reference for the new Change Control
board states that 'where additional costs are identified,
these should be offset where possible with equivalent
financial savings or by de-scoping other elements of the
programme.' However, de-scoping work already undertaken
means the OCP is at the bare minimum of what else can be
removed from the programme.

The timeline updates to the OCP and SRP Boards are
unclear, not in plain English, and do not communicate
progress against the agreed timeline, making delay impacts
hard to understand for the non-technical Board members.

Effective and timely risk management is critical to ensure
the OCP is fit for purpose and to minimise delays and costs.

Issue 4 —

Communication and
Engagement Plan

Issue 5 — Data
Protection Impact
Assessment (DPIA)

There is no approved Communication and Engagement Plan in
place.

Internal Audit have been advised that a Data Protection Impact
Assessment (DPIA) has been developed, with support from the
Information Governance Team and key programme team
members and stakeholders. The DPIA is due to go through
Business Design Authority Decisions a final time, before
submission.

and Information
Governance Team

As part of the OCP governance refresh, the OCP Board Terms

REPEEATENES of Reference and therefore membership will be reviewed by the
SRP Team, with advice sought from the Senior Governance
Manager in Governance, Law and Democracy.

Key Findings

Substantial improvements have been made during 2025 which include the

following:

Finance updates are routinely reported to both the OCP and Strategic Reset
Programme (SRP) Boards, with costs for phase 3 pending business case
completion.

Governance structures have been refreshed, and the Business Readiness
Group is under review for Phase 2.

OCP board papers now present progress in a clearer format,
continuously refined based on board member feedback.

Risk management has been strengthened through monthly meetings of the
Risk Management Advisory Group and regular updates to the OCP Board
from the Risk & Delivery Assurance Manager. The Risk, Actions, Issues and
Dependencies (RAID) log is consistently included in board papers, with the
highest risks escalated to the SRP Board. A risk quantification exercise
informs financial planning.

Communication planning for Phase 1 was approved and implemented.

The DPIA has not yet been completed because there have been new
requirements from the business and associated design decisions following
User Acceptance Testing and phase 1 hypercare. Advice from General
Counsel confirmed no key decision was required for the budget variance
forecasted.

which is
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F6. RB06-2026 — Oracle Cloud Programme — Programme Management — Follow-up Section Navigation

Key Findings continued ‘
. Following phase 1 going live, the good practices identified should be carried Summary of Progress Made Introduction & Key
forward into phase 2 and 3. Messages

The remaining two outstanding actions will be followed up in 3 months time. Original Implemented Partially Risk
Issues Implemented | Accepted
Issue Status ReEee
2 0

2 1 1 0

Issue 1 — Finance, New Key Decision and High

Authority to Approve Changes 9 0 0 0 0
Issue 2 — KCC Programme Oversight Implemented
Issue 3 — Risk Management Implemented

Issue 4 — Communication and Engagement e
Plan i A dix B—2025
ppendix B — -

Issue 5 — Data Protection Impact 26 Internal Audit Plan
Assessment (DPIA) and Information Status
Governance Team Representatives
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RB01-2026

RB02-2026
RB03-2026
RB04-2026
RB05-2026
RB06-2026
RB07-2026
RB08-2026

RB09-2026
RB10-2026
RB11-2026
RB12-2026
RB13-2026
RB14-2026
RB15-2026
RB16-2026
RB17-2026
RB18-2026
RB19-2026
RB20-2026
RB21-2026
RB22-2026

Appendix B — 2025-26 Rolling Internal Audit Plan Status

Fulfilling Best Value Statutory Duty

Future Operating Environment - Local Government Reorganisation
Implementation

New Contact Centre Contract

Ongoing Review of Identified Actions

Oracle Cloud Programme - Embedded Assurance

Oracle Cloud Programme - Programme Management - Follow up
Payment Card Industry Data Security Standards (PCI DSS) Follow up

Annual Governance Statement - Directorate Action Plans

Contract Management & Monitoring

Achievement of Savings ASCH - Securing Kents Future
Adult Social Care Debt Recovery

Commissioning and Transformation - Embedded Assurance
Direct Payments including Follow up

Information Governance - ASCH

ASCH Contract Management and Future Planning of Contracts
MOSAIC Pay Portal

Safeguarding - Protecting adults at risk

ASCH Provider Management

Public Substance Misuse Health Campaigns

Budget Management

Post-Implementation Review of Commissioning

Personal Data - Invicta Law (combined with GCSG)

NOT STARTED

NOT STARTED

COMPLETE
NOT STARTED
NOT STARTED
NOT STARTED

PLANNING
NOT STARTED
NOT STARTED
NOT STARTED
NOT STARTED
NOT STARTED
NOT STARTED
NOT STARTED
NOT STARTED
NOT STARTED
NOT STARTED

PLANNING

Prospects for
Improvement
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Section Navigation

Audit Prospects for Committee
Improvement
RB23-2026 Core Financial Controls NOT STARTED Introduction & Key

RB24-2026 No Purchase Order No Pay NOT STARTED Messages

RB25-2026 Process review of SEND Payments NOT STARTED
Resources

RB26-2026 Recommissioning of TEP - Transition of Early years service back to KCC [FL\ [0a FR P\ 4 =)

RB27-2026 CYPE Assurance Map PLANNING 2024-25 Internal Audit

PI
RB28-2026 Education Health Care Plan (EHCP) Outcomes NOT STARTED an

2025-26 Internal Audit
Plan

RB29-2026 All Pay (Replacement of Kent Card) - Card Payments PLANNING
RB30-2026 No Recourse to Public Funds - Essential Living Allowances - Follow-up PLANNING

RB31-2026 Elective Home Education PLANNING Under the Spotlight

RB32-2026 Business Continuity Planning NOT STARTED

Appendix A -
Summaries

RB33-2026 Health and Safety

Managers - People Management Responsibilities (Objective Setting
RB34-2026 and Performance Management)

RB35-2026 Restructures NOT STARTED
RB36-2026 Property Disposals

NOT STARTED Appendix B — 2025-

26 Internal Audit Plan
NEITS

Appendix C -

RB37-2026 Economic Strategy NOT STARTED Definitions

RB38-2026 Emissions Trading Scheme NOT STARTED
RB39-2026 Helping Hands Follow up COMPLETE

FOLLOW-UP N/A September 2025 GAC

RB40-2026 Highways Term Maintenance Contract - Embedded Assurance
RB41-2026 Utility Works on Kent Network - Process and Alignment of Utility Works | ) L0 R =R P2\ 41 =8)
RB42-2026 Commercial & Procurement Oversight Board (CPOB)
ICT01-2026  Backups PLANNING
ICT02-2026 Legacy IT Works NOT STARTED
ICT03-2026  Cyber Security Topical Requirements PLANNING

ICT04-2026 Laptops - Asset Management PLANNING



Appendix C - Definitions

Audit Opinion

Substantial

Adequate

Internal control, Governance and the management of risk are at a high
standard. The arrangements to secure governance, risk management
and internal controls are extremely well designed and applied
effectively.

Processes are robust and well-established. There is a sound system
of control operating effectively and consistently applied to achieve
service/system objectives.

There are examples of best practice. No significant weaknesses have
been identified.

Internal Control, Governance and management of risk are sound
overall. The arrangements to secure governance, risk management
and internal controls are largely suitably designed and applied
effectively.

Whilst there is a largely sound system of controls there are few
matters requiring attention. These do not have a significant impact on
residual risk exposure but need to be addressed within a reasonable
timescale.

Internal control, Governance and management of risk is adequate
overall however, there were areas of concern identified where
elements of residual risk or weakness with some of the controls may
put some of the system objectives at risk.

There are some significant matters that require management attention
with moderate impact on residual risk exposure until resolved.

Limited

Internal Control, Governance and the management of risk
are inadequate and result in an unacceptable level of
residual risk. Effective controls are not in place to meet all
the system/service objectives and/or controls are not being
consistently applied.

Certain weaknesses require immediate management
attention as there is a high risk that objectives are not
achieved.

Internal Control, Governance and management of risk is
poor. For many risk areas there are significant gaps in the
procedures and controls. Due to the absence of effective
controls and procedures no reliance can be placed on their
operation.

Immediate action is required to address the whole control
framework before serious issues are realised in this area
with high impact on residual risk exposure until resolved
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Good

Adequate

Prospects for Improvement

There are strong building blocks in place for future
improvement with clear leadership, direction of travel and
capacity. External factors, where relevant, support
achievement of objectives.

There are satisfactory building blocks in place for future
improvement with reasonable leadership, direction of travel and
capacity in place. External factors, where relevant, do not
impede achievement of objectives.

Building blocks for future improvement could be enhanced,
with areas for improvement identified in leadership, direction of
travel and/or capacity. External factors, where relevant, may
not support achievement of objectives

Building blocks for future improvement are unclear, with
concerns identified during the audit around leadership,
direction of travel and/or capacity. External factors, where
relevant, impede achievement of objectives.

Issue Risk Ratings

Medium

There is a gap in the control framework or a failure of
existing internal controls that results in a significant
risk that service or system objectives will not be
achieved.

There are weaknesses in internal control
arrangements which lead to a moderate risk of non-
achievement of service or system objectives.

There is scope to improve the quality and/or efficiency
of the control framework, although the risk to overall
service or system objectives is low.
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