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From:   Richard Palmer, Cabinet Member, Community and Regulatory 

Services 
 Simon Jones, Corporate Director, Growth, Environment & 
Transport 

 
To:   Governance & Audit Committee 
 
Date:  3rd November 2026 
   
Subject: The use of covert investigative techniques surveillance, covert 

human intelligence source and telecommunications data 
requests carried out by KCC between 1 April 2025 – 31 March 
2026 

 
Classification: Unrestricted 
 
 
Summary This report outlines the use by KCC Officers of the covert 

investigatory techniques of surveillance, covert human 
intelligence sources (CHIS) and access to communications 
data governed by the Regulation of Investigatory Powers Act 
2000 (RIPA) and Investigatory Powers Act (IPA) during the 
2025/26 business year. 

 
Recommendations The Governance and Audit Committee is asked to  

 
(a) note for assurance the use of covert investigative techniques during the 

period and:  
(b) endorse the policy in relation to the use of covert investigative techniques. 

 
 
FOR ASSURANCE 
 
1. Background 
 
1.1 The document sets out the extent of Kent County Council’s use of covert 

surveillance, covert human intelligence sources and access to 
telecommunications data.  The County Council wishes to be as open and 
transparent as possible, to keep Members and senior officers informed and 
to assure the public these powers are used only in a lawful, necessary and 
proportionate manner.  

 
1.2 To achieve transparency and in accordance with the Codes of Practice, an 

annual report outlining the work carried out is submitted by the Senior 
Responsible Officer (SRO) to an appropriate Committee.  The last report was 
submitted and approved by the Governance and Audit Committee on 24th 
September 2025.  The SRO is Simon Jones, Corporate Director for Growth, 
Environment and Transport. 

 
2  What this report covers 
 
2.1 Covert Surveillance – Surveillance which is intended to be carried out without 

the person knowing and in such a way that it is likely that private information 
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may be obtained about a person (not necessarily the person under 
surveillance).  Local authorities are only permitted to carry out certain types 
of covert surveillance and, for example, cannot carry out surveillance within 
or into private homes or vehicles (or similar “bugging” activity). 

 
2.2 Covert Human Intelligence Source (CHIS) – the most common form is an 

officer developing a relationship with an individual without disclosing that it is 
being done on behalf of the County Council for the purpose of an 
investigation.  In most cases this would be an officer acting as a potential 
customer and talking to a trader about the goods / services being offered for 
sale.  Alternatively, a theoretical and rare occurrence would be the use of an 
‘informant’ working on behalf of an officer of the Council.  In such cases, due 
to the potential increased risks, KCC has agreed a memorandum of 
understanding with Kent Police.  

 
2.3 Access to communications data – Local authorities can have access to data 

held by telecommunications providers. Most commonly this will be the details 
of the person or business who is the registered subscriber to a telephone 
number, internet address or social media account. Local authorities are not 
able to access the content of communications and so cannot “bug” 
telephones or read text messages. 

 
2.4 In each of the above scenarios an officer is required to obtain authorisation 

before undertaking the activity.  This decision is logged in detail, with the 
authorising officer considering the lawfulness, necessity and proportionality 
of the activity proposed and then completing an authorisation document.  
 
After authorisation has been granted (if it is), in relation to surveillance and 
CHIS, the officer applies for judicial approval and attends a Magistrates’ 
Court to secure this. 
 
For surveillance and CHIS the approval document is then held on a central 
file.  There is one central file for KCC, held on behalf of the SRO, which is 
available for inspection by the Investigatory Powers Commissioner (IPC). For 
telecommunications data authorisations KCC uses the services of the 
National Anti-Fraud Network (NAFN) to manage applications and keep our 
records, as recommended by the Investigatory Powers Commissioner. 
Authorisation for communications data requests is not carried out by KCC 
managers but, by law, is undertaken by the Office for Communications Data 
Authorisations, which is part of the Investigatory Powers Commissioner’s 
Office. KCC managers are required only to confirm that officers are seeking 
authorisation in the course of their duties. Any inspection of this type of 
approval carried out by IPCO is conducted at the offices of NAFN. 
 

2.5 The last inspection of KCC by the Investigatory Powers Commissioner was 
carried out in 2025. The outcome of the inspection, which was to confirm the 
inspector’s assurance that KCC complied with the legal requirements, did not 
require further inspection that year and would be scheduled for re-inspection 
in 2028, was reported to the Governance and Audit Committee at their 
meeting on 24th September 2025. 
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3 Covert authorisations carried out between 1 April 2025 – 31 March 2026 
 

Total number of authorisations granted for 2025/26 (figure for 2024/25 in 
brackets): 
 
Surveillance – 1 (2) 
 
Covert human intelligence source (CHIS) – 1 (1) 
 
Access to telecommunications data – 6 (1) 

 
 
4.     Purposes for which covert techniques used 

 
The surveillance authorisation was to facilitate an operation carrying out test 
purchases of age restricted goods to children using an underage volunteer. 
Two sales of vape devices were made. Both cases were concluded by 
issuing formal warnings to the company directors and the individuals who 
made the sale.  
 
The CHIS authorisation was for a case involving the sale of counterfeit 
goods. The authorisation allowed a Trading Standards Officer to act as a 
buyer of the goods. That purchase was successful. Further enquiries led to 
the seizure of the sellers stock of such goods together with a sum of cash for 
which forfeiture as being the proceeds of crime is now being sought. The 
offender was offered and accepted a formal caution for the offending. 
 
One telecommunications data request was in relation to the counterfeit 
goods investigation detailed above. 
 
All of the other five telecommunications data requests were in relation to a 
single investigation into a property repair fraud valued at a minimum of 
£400,000 with multiple victims. The data revealed was used to link the 
offenders to victims and locations. Three offenders have now pleaded guilty 
and are awaiting sentencing. One offender has pleaded not guilty and is 
listed for trial in 2029. 
 
All of the cases where these techniques have been used in the reported 
period are Trading Standards cases. No use of these techniques has been 
made by Internal Audit or Environmental Crime. 
 

5.     Update on cases highlighted in earlier reports 
 

Covert techniques were used by Trading Standards in a £1.3m building 
works fraud with multiple victims. In May 2026 Samuel O’Hanlon was jailed 
for 10 years and Jack Sargeant for 5 years and 9 months for their respective 
roles. Proceeds of crime confiscation proceedings are ongoing. 
 
Fraudster Kevin Woods was jailed for 2 years for his role in running a 
fraudulent vehicle repair business. 
 
Three men were handed jail sentences for their roles in a solar panel fraud. 
Jesse Hitchins was jailed for 3 years and disqualified from being a company 
director for seven years. Ian Hitchins was sentenced to 23 months 
imprisonment suspended for two years with 240 hours of community service. 
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He was also disqualified from being a director for seven years. Matthew Kyte 
was sentenced to 16 months imprisonment suspended for two years with 180 
hours of community service. Proceeds of crime confiscations proceedings 
are ongoing. 
 

6.     Reportable errors  
 

These are errors which are required, by law, to be reported to the 
Investigatory Powers Commissioners Office (IPCO) for either surveillance or 
communications data requests. The errors can include those made by KCC 
or those made by third parties including communications data providers. 
 
There were no reportable errors during the reported period. 
 

7.     KCC Policy 
 

The statutory codes of practice which cover public authority use of covert 
investigative techniques require that the elected members of a local authority 
should review the authority’s use of these techniques and set policy at least 
once per year. 
 
Appendix 1 to this report is KCC’s policy.  
 
Some minor administrative updates have been made to accommodate 
changes to job titles. 
 
The Policy includes a requirement that that the Monitoring Officer will review 
it every two years and will seek assurance from Corporate Directors that no 
services other than those permitted to do so have used these techniques. 
That review was last carried out in January 2025 and it was confirmed that 
no non-permitted activity had taken place. 
 

8.     Recommendations 
 

The Governance and Audit Committee is asked to  
 
(a) note for assurance the use of covert investigative techniques during the 

period and:  
(b) endorse the policy in relation to the use of covert investigative techniques. 
 

Report Author: Mark Rolfe  
 
Job title: Head of Community Protection 
 
Telephone number: 03000 410336 
 
Email address: mark.rolfe@kent.gov.uk 
 

Director: Simon Jones 
 
Job title: Corporate Director for Growth, 
Environment & Transport 
 
Telephone number: 03000 411683 
 
Email address: simon.jones@kent.gov.uk 

 


